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Abstract Despite the attempt of preventing accidents, government
. o o agencies have been reactive in the development of regula-
This paper presents the principles for the application of tjons for a long time. The government response to these
Risk-Based Technology (RBT) to marine system safetyyigasters has been to focus on the hazards associated with

Reducing risk in marine systems is possible with the US@hese accidents and the development of more stringent
of RBT concepts. Risk-Based Technology is the applicaf

i £ risk vsi thods K led egulations for their prevention. Examples of this reactive
lon ol nisk analysis Metnods to some knowledge, processapproach to safety are shown by the maritime disasters of
or system that provides a consistent and rational approach . o :

. . : . L the steamboats in the"8entury,Titanic, Amoco Cadiz
to improved decision making. Risk analysis is the process dE Valdez A it of : boat
of evaluating risk through a consistent and structured ;n'l x;on a ezl S aresu _rc: I;l;omelrloucs)sealin od
application of interrelated risk assessment, risk manage- oter |sa§ters Cu_m'”a“”g_ with tildose & LDronoko
ment, and risk communication. Risk-based safety detergnd Pulaski, the first maritime technological risk was
minations provide consistent and rational answers to the'®gulated by Congress affecting the operation of steam-
questions: (1) What can go wrong? (2) What is the likeli- Poat boilers in 1838, Bosnak (1). Thganic disaster
hood it will go wrong? (3) What are the consequences ifresulted in the International Conferences on the Safety of
it does go wrong? An accurate response to these questiorisfe at Sea (SOLAS). SOLAS conferences have since
in the examination of marine systems can provide usefufieveloped international standards on construction, water-
information to decision makers. The U.S. Coast Guard istight subdivision, damage behavior, damage control, fire
taking an active role in the implementation of risk analysis protection, life saving appliances, dangerous cargoes, nu-
on the national as well as international levels to assist in clear machinery protection, safety of navigation, oil pol-
the development of proactive marine safety criteria. Risk-lution and additional aspects of safety, Tupper and
based safety analysis can play a vital role in the efficientRawson (2). Thédmoco Cadisteering failure and resul-
utilization of resources to develop better standards, de-tan[ grounding influenced the deve|0pment of require_
tion of marine systems. grounding of théExxon Valdezresulted in the Oil Pollu-
. tion Act of 1990 which created several mandates including
Introduction : : :

the implementation of double bottom hulls on oil tankers.

Safety has been an immense public concern, especially in , , )
operations considered to have very high risk incIuding:These are typical of the numerous reactive regulations that

nuclear power generation, nuclear weapons, aviation,have traditionally developed. The risk of disasters cannot
chemical/petroleum processing, and marine transportabe eliminated, but risks can be reduced by establishing
tion. Engineers and regulators must work together tobetter safety criteria prior to an accident. The need for
create safe designs. Traditionally, if the designed systemgproactive development of safety criteria has prompted a
components do not fail or cause an accident, they ardroader application of system safety engineering. The
considered safe. However, when an accident occurs, thgoal of this discipline is to minimize risk cost effectively

safety of the structure is questioned. over the entire life-cycle of the designed system. Through
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a consistent application of risk analysis, a proactive ap-common cause failures. Independent failures happen
proach to the design of engineering systems is possible. when the occurrence of a risk is independent of another
risk. An example of independent equipment failure is the
The U.S. Coast Guard is examining the application of|oss of steering due to failure of solenoids and other control
risk-based safety analysis methods in the development ofomponents. If the risks have dependence, they are con-
better marine safety criteria to create more safe and cosiidered a common cause risk. An example of a common
effective standards, as well as other areas including incause failure includes the loss of propulsion, steering and
spection and indexing of ships. The ultimate goal is toother electrical dependent systems that would result from
reduce regulatory burden while enhancing safety. They total loss of electrical power to the ship. Risks from
Marine SafeTy Evaluation Program (MSTEP) was initi- external sources are caused by hazards such as collision
ated in order to comprehensively evaluate and develophy other ships, sea state, wind, ice, weather factors, etc.
marine safety criteria using RBT. An MSTEP pilot study |nstitutional failure represents risks from poor manage-
project, on the evaluation of explosion proof lighting for ment and organization error including training, manage-

a RO/RO Ship, provided 7 million dollars in savings due ment attitudel poor Communica’[ions, morab, etc.
to a reduction in design requirements, Karaszewski et al

(3). Interest has also been generated at the internationdDefining the System
level within the International Maritime Organization for It is important to be able to look at systems in a well
the development of a consistent approach to standardsrganized and repeatable fashion in order to maintain
development through Formal Safety Assessment. Theconsistent risk analysis. To identify the components that
U.S. Coast Guard is also participating in the developmentaffect marine risk, it is necessary to define the system in
of this effort. the proper context of the ship system breakdown structure,
integrated system, system domain, and life-cycle. Risk
Inthe never ending quest for making systems safer, systerghanges upon the context and interrelation of system
analysts have evolved their methodology into three areasgomponents in question. For example, in ship structures,
risk assessment, risk management, and risk communicahe risk of fatigue cracking is not a problem when the ship
tions, Glickman and Gough (4). Risk assessment is thes first underway. However, fatigue is a major concern at
process used to determine the risk based on the |ikenh00fhe later operationaj Stage of the Ship's |ife_cyc|e_ What
and impact of an event. Failure history through experi-are the factors that lead to fatigue problems? Many factors
ence (qualitative) and data (quantitative) may be used tGncluding design (poor joint construction details), struc-
perform a risk assessment. Risk management is conyra| loading (excessive operation in cyclical loading), and

cerned with UtlllZIng the results from risk assessment A%human factors (poor qua“ty of We]dmg) are a few areas
well as other considerations including economical, politi- that affect fatigue cracking.

cal, environmental, legal, and other factors to make deci-

sions. Risk-based decision analysis is a process that caBhip System Breakdown Structure

be used by mangers to determine alternatives that caffhe system breakdown structure is the top down hierar-
satisfy “acceptable” levels of risk and be most cost effec-chical division of the ship into its components/systems.
tive. Risk communications facilitates the presentation of By dividing the ship into major systems and subsystems,
results as well as the exchange of risk tolerance anchn organized physical definition of the ship is created.
concerns that develop between the risk assessors, riskhis definition leads to a holistic hazard identification
managers and the public. A thorough understanding anghrough structured risk assessment allowing for a better
consistent application of risk analysis principles combinedevaluation of hazards and potential effects of these haz-
with complete system characterization, provides theards. By evaluating risk hierarchy (top down) rather than

framework for the most effective system safety. fragmentation of specific systems, a rational, repeatable,
L . and systematic approach is achieved as described by
Sources of Risk in Marine Systems Omega System Group (6). A sample breakdown of the

In considering marine systems, there are many influenceship into systems and subsystems is shown in Figure 2.
that affect system safety. Sources of risk can be dividedAlthough the diagram only shows physical systems, it is
into several categories as shown in Figure 1: human errorsmportant to recognize that each component of a system is
external events, equipment failure, and institutional error.affected by other factors, including human error. Marine
Human factors provides the greatest source of risk to shipsystems can be divided into major categories including:
due to skill based slips, rule based mistakes, knowledg@ower generation and distribution, navigation/communi-
based mistakes, sabotage, etc. Next to human factorgation, hull, mission fulfilling, ship service, and hazard
equipment or structural failure is the most recognizedresponse. A system can be further divided into subsys-
hazard on ships due to serviceability, durability, compati-tems. As an example, the hull system can be further
bility, and capacity, Bea (5). Risks can be divided into divided into the subsystems: structural, ship handling,
several categories including independent failures andcorrosion abatement, and outfitting. While this break-
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down in Figure 2 is not complete, it does illustrate the ment influence the reliability of the entire system. To

hierarchy of the system/subsystem relation. safety engineers, the ship life-cycle can be divided into
) several major phases: marketing, engineering & product
Integrated Systems Analysis development, procurement, process planning & develop-

Along with physical systems, there are other factors thatment, production, inspection testing & examination, de-
have played a role in maritime risk. To better understandivery, introduction & operation, technical support &
the influences of all contributors to risk, it is important to maintenance, disposal, and lessons learned. Itis important
recognize the components of an integrated systems analyto be able to identify and track hazards consistently
sis as shown in Figure 3. The definition of a ship systemthroughout the ship life-cycle to maintain comprehensive
is complicated. Itis a physical entity embedded within aunderstanding of safety issues that vary throughout the life
much larger, more complex metaphysical component of &f the ship. This life-cycle process is shown in Figure 5.
sociotechnical system. It is the combined quality of per-

formance of the component, people, organization, andManagement of Uncertainty

environment that determine the risk of the system. Therpe analysis of an engineering system often involves the
innermost layer represents the physical system. The imerdevelopment of a system model which can be viewed as
face between the physical system and the people wh@p apstract of the system. However, by developing a
operate it is called the “human-machine interface.” The yoge| there are uncertainties introduced into the system.
performance and safety of the physical system is influ-it js important to understand the uncertainties in order to
enced by the design, as well as human factors. Movingnow the quality of the risk analysis. Figure 6 shows the
outward from the center of Figure 3, the personnel subsysypes of uncertainties that often make model development
tem is shown to operate in an organizational environmenyifficult as discussed by Ayyub (7). Uncertainty in engi-
that results from management decisions concerning theering systems is considered to be mainly attributed to
organizational/management infrastructure. This COMPO-gmbiguity and vagueness in defining the parameters of
nent is in turn controlled by the environmental context systems and their interrelationships. The ambiguity com-
which is governed by economics, politics, and social ponent is due to non-cognitive sources which include:
issues. Understanding the interaction of the componentghysical randomness, statistical uncertainty due to the use
of the integrative safety system offers a comprehensivesf |imited information to estimate the characteristics of
view of systems for risk analysis. Each system of the shiphese parameters, and model uncertainties due to simpli-
needs to be recognized for its role and the effect on othefying assumptions. The vagueness-related uncertainty is
systems in order to comprehensively identify risks. due to cognitive sources such as definition of certain
parameters, quality, deterioration, experience of people,

Ma“tlm,e, Domaln Model . human factors, and defining the inter-relationship of pa-
The maritime domain model defines the external facmrsrameters.

affecting ships. Figure 4 indicates the boundaries of the
idealized maritime domain model for a ship, including the System Safety Analysis

harbor, waterway, territorial waters and high seas. Dmer'%ystem safety analysis is the formal, disciplined, approach

ent risks and hazards affecting the ship systems occur . . .
these different zones. This can be broken into the physic;ﬁo accident prevention, Roland and Moriarty (8). By

i . . _utilizing a consistent approach to system safety, a reliable
environment and regulatory domain models. The physica . )

. : , .__means for accident prevention can be developed. When
environment domain model defines the external physical

factors including: the weather, sea conditions, aids toapplylng Risk-Based Technology to marine system safety,

navigation, port design, and vessel traffic scheme. Th ethe following interdependent activities are recommended:

maritime regulatory control domain model defines the 1) Risk Assessment,
jurisdictions and responsibilities of the regulators/manag-
ers dependent on the location of the ship. Regulators must) Risk Management,
control safety within the legislative envelope of their
domain and resolve differences in areas of overlapping3) Risk Communications.
jurisdiction.

These activities when applied consistently, provide a use-
Life-Cycle ful means for developing safety requirements to the point
System safety must consider the entire life-cycle of thewhere risk is controlled at predetermined levels. The goal
system. In order to maintain safety, an active and consisef risk assessment is to identify risk with information
tent determination of hazards and hazard scenariosbout the probability of occurrence and the possible con-
throughout the life of the ship is required. The ship sequences. Once the risk is evaluated, managers must use
life-cycle process needs to be defined to determine howisk assessment results to make prudent safety decisions.
the physical system, humans, organization, and environRisk communication facilitates the system safety process
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with the effective exchange of data and information be-Quantitative/Qualitative Assessment

tween managers, assessors, and the public. The risk assessment methods cited above cover applica-
) tion throughout the life-cycle as shown in Figure 5. These
Risk Assessment methods can also be categorized as to how the risk is

Several applications of Risk-Based Technologies are theletermined by quantitative or qualitative analysis. Quali-

various tools and processes that use quantitative and/dgtive risk analysis uses expert opinion to evaluate the

qualitative determinations to assess risk. Risk is defined®robability and consequence. This subjective approach
S may be sufficient to assess the risk of a marine system.
as the product of likelihood of occurrence and the conse- o : : .
f an accident, (4): Quantitative analysis relies on statistical methods and
quence o Tl databases that identify the probability and consequence.
Ampact]_ cEvent] Ampacy  1Nis objective approach examines the system in greater
RISKDDTime H LIKELIHOOD Crimel" CONSEQUENCEDDEventB detail for risk. Safety Review/Audit, Checklist, What-If,
Preliminary Hazard Analysis and HAZOP are normally
considered qualitative techniques with the remaining
The risk assessment process answers three questions: (tethods, shown in Table 1, generally considered as quan-
What can go wrong? (2)What is the likelihood that it will titative risk assessment techniques, (10). The selection of

go wrong? (3) What are the consequences if it does g& quantitative or qualitative method depends upon the

wrong? In order to perform risk assessments, Severajivaﬂablhty of data for evaluating the hazard and the level

. . analysis needed to make a confident decision, Gruhn
methods have been created as shown in Table 1. F'g“regn. Qualitative methods offers analysis without detailed

indicates which risk assessment tools have been app”eﬁ']formation, but the intuitive and subjective processes
to various stages in the life-cycle, the acronyms are demay result in differences by those who use them. Quan-
fined in Table 1. Other methods for risk assessment argitative analysis generally provides a more uniform under-
described by Henley and Kumamoto (9). standing among different individuals, but requires quality

Table 1 Risk Assessment Methods

Safety/Review Audit
Identify equipment conditions or operating procedures that could lead to a casualty or result in property
damage or environmental impacts.
Checklist
Ensure that organizations are complying with standard practice
o
> |What-If
o
S dentify hazards, hazardous situations, or specific accident events that could result in undesirable
§ consequences.
O’ |Hazard and Operability Study (HAZOP)
Identify system deviations and their causes that can lead to undesirable consequences and determine
recommended actions to reduce the frequency and/or consequences of the deviations.
Preliminary Hazard Analysis (PrHA)
Identify and prioritize hazards leading to undesirable consequences early in the life of a system.
Determine recommended actions to reduce the frequency and/or consequences of prioritized hazards
Failure Modes and Effects Analysis (FMEA)
_g Identifies the components (equipment) failure modes and the impacts on the surrounding
:c'g' components and the system.
% Fault Tree Analysis (FTA)
S
@4 Identify combinations of equipment failures and human errors that can result in an accident.
Event Tree Analysis (ETA)
Identify various sequences of events, both failures and successes, that can lead to an accident.
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data for accurate results. A combination of both qualita-agement to develop or modify safety guidelines and poli-
tive and quantitative analysis can be used depending ogies. This PrHA methodology was adopted from
the situation. Karaszewski et al (12).

Preliminary Hazard Analysis (PrHA) Form PrHA Team

PrHA is a risk assessment method that defines the hazardsh ) N
accident scenarios, and risks of a particular structure,] "€ success of PrHA relies on the composition of the

process or system. Its purpose is to develop a rank-ordere@1@lysis team and the team’s access to knowledge/data
list of risk contributors to the system being studied for that clarifies the various aspects of the system being
decision making. PrHA results allow management to stud!ed. Each member must be an expertin some facet of
concentrate efforts and resources on those areas having tifae life-cycle of the system. Experts needed include: an
highest risk in their decisions. It is a useful preliminary eXPert system specialists, operation specialists, mainte-
risk assessment tool that does not require exhaustive anf&nce specialists, safety specialists, and risk analysts.
lytical work, and may be a precursor for further analysis.
Key uses of this method include identifying: hazards earlyMany questions that arise during the PrHA sessions can
in the life-cycle, operating guidelines, policies, regulations be resolved by gathering information related to the topic
and areas of an existing system requiring more detaile®f PrHA including: system description, hazard knowl-
safety analysis. It is preferable to perform PrHA at the €dge, incident histories, and other empirical information.
early stages of design and development because risk reFhis information is also supplemented by expert judgment
duction methods can be implemented most cost-effecthroughout the PrHA. A thorough understanding of the
tively. The general process for performing PrHA is shown basic topic being studied is necessary to identify any
in Figure 8 and includes: forming a PrHA team, identify- hazards of the system in question. Knowledge of the
ing major hazards, determining accident scenarios, evaluoperating environment provides insight into potential haz-
ating likelihood and consequence of the scenarios, and@rds and guidance on how to reduce risk. Existing knowl-
evaluating the results. edge of procedures relating to operations, maintenance,
inspection, and emergencies are also required.
PrHA is a formal, systematic, and in-depth method for
assessing possible hazard scenarios for a given systerfdentify Major Hazards
Each scenario is assigned a risk rank based on the esti-
mates of likelihood and consequence. The hazard scenairhe PrHA team must be able to determine those compo-
ios can be sorted by the severity of the risk rank using anents within a system that have potential for causing
risk matrix. Those scenarios that are determined to be osignificant risk. Once identified, these hazards must be
high risk can be studied in more detail and/or subjected teexamined for their effect on the overall safety of the
guantitative analysis. PrHA results can be used by mansystem through identification of accident scenarios.

Table 2 Consequence Categories

Cost and
. . L Personnel .
Category Equipment Operability Maintainability _ Environmental Impact
Death/Injury
Damage
Loss of Ship Loss of Ship’s . > 1,000 Gallon Spill
A . H Fatalit .
> $10,000,000 Service Power > 96 Hours ataiites > $100,000 Damage/Fine
Major Damage E(;?ssf;%tel’ Lost Time 10 - 1,000 Gallon Spill
B > $100,000 - Indl?st,rial and 48 - 96 Hours Iniuries > $10,000 - 100,000
$10,000,000 o J Damage/Fine
Auxiliaries
Minor Damage Loss of Hotel, 1- 10 Gallon Spill
C >$1,000 - Cargo, and 10 - 48 Hours Minor Injuries  |> $1,000 - 10,000
$100,000 Industrial Damage/Fine
Loss of Cargo . 1 Gallon Spill
D < $1,000 and Industrial < 10 Hours No Injury < $1,000 Damage/Fine
E No Damage No Impact No Impact No Injury No Impact
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Table 3 Likelihood Categories

Category Description

I Likely; may occur as often in an operating year in any similar ship.

May occur, frequently between once a year and once in 10 operating years or at least

Il . o f
once in 10 similar ships operated for 1 year.

Not likely, frequency between once in 10 years and once in 100 operating years or at least

11 . o .
once in 100 similar ships operated for 1 year.

Very unlikely, frequency between once in 100 years and once in 1,000 years or at least
once in 1,000 similar ships operated for 1 year.

Identify Accident Scenarios in establishing the likelihood of each scenario. The team

A PrHA focuses on identifying accident scenarios by membgrs dgvelopjudgmgntal estimates of the Iikelihooq
asking the question, What can go wrong? These scenarid@nge in which th'e scenario could occur baseq on experi-
are a condition or series of events that might cause damag&nce and other information. When accomplishing this
personnel injury, lost operations, increased maintenanceteP, the likelihood may take into account the protective
or environmental impact. The identification of all possi- OF Mitigating features installed in the system. Procedures,

ble accident scenarios allows for a thorough understandindf@ining, standards, etc. are additional items that can re-
of risks to the system. duce the likelihood of an accident occurring. An example

of the Likelihood Categories is shown in Table 3 (13).
Event Consequence

The determination of the consequence of an acciden{Evaluate and Document the Results

scenario requires evaluation of hazard effects on the sysh order to compare the relative risk of the developed
tem including: the ship, cargo, personnel, and the environaccident scenarios, a risk ranking is developed as shown
ment. The PrHA Team must determine the relative criteriain Table 4. Risk is evaluated from the product of likeli-
for separating the accident scenarios into different levelshood and consequence. Therefore, risk is considered the
of severity. A ranking for each event's severity must be same for high consequence-low probability events, as well
determined by the assessment team for each scenario. Aas events with low consequence-high probability events.
example of this breakdown is shown in Table 2, taken fromThe risk rank matrix allows for the relative ranking of risks

the U.S. Coast Guard (13). for various scenarios. The determination of the accept-
o able/unacceptable categories must be made with the input
Event Likelihood from risk managers and risk assessors. The matrix is to be

Next, the probability or likelihood of the scenario is deter- used for focusing on recommended actions to reduce risk
mined. Qualitative or quantitative estimates can be usedo acceptable levels.

Table 4 Risk Rank Matrix for Cost and Equipment Damage, Maintainability,
Personnel Injury/Death, or Environmental Damage

Severity of Likelihood of Event
Consequence I M MM \Vi vV

A 1 1 2 3 3
B 1 2 3 3 4
C 3 3 3 4 4
D 3 4 4 4 4
E 4 4 4 4 4

(1) Unacceptable. Should be mitigated to risk rank 3 or lower as soon as possible.

(2) Undesirable. Should be mitigated to risk rank 3 or lower within a reasonable time period.

(3) Acceptable with controls. Verify that procedures, controls, and safeguards are in place.

(4) Acceptable as is. No action is necessary
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The risk rank matrix can also be represented in a three-dithese types need to be made using a systematic framework
mensional risk plot as shown in Figure 9. The risk plotthat considers many facets of a decision problem. The
can be used to easily identify high-risk events, high-prob-decision framework is called the decision model. The
ability events, or high-consequence events. This figurepresentation of decision analysis as shown herein was
gives a summary of the risk frequencies for all risk scenar-adapted from Ayyub and McCuen (16).

ios evaluated. A rank-ordered risk list of scenarios can be o . o . o
produced and the effect of recommended actions evaluThe objective of this section is to introduce a decision

ated to determine if they are sufficient to reduce the riskModel (a systematic framework) for decision making in
to an acceptable level. the risk analysis. In order to construct a decision model,

the following elements of the decision model need to be
The same process for evaluating the risk is applied to thelefined:
revised scenario’s with recommendations. The conse-
guence and likelihood categories are revised with thel-
expected effect of the recommendations. A risk rank/risk2
plot is assigned for each revised severity and likelihood as
shown in Figure 9, the revised risk rank matrix. This 3. decision outcomes,

provides a graphic representation on the reduction of risks.
4. associated probabilities and consequences.

objectives of decision analysis,

decision variables,

Risk Management

Risk managers, such as government, make decisions bas

on risk assessment and other considerations includin ) S )
le- and multiple-objective problems. Example objec-

economical, political, environmental, legal, reliability, ¥ inimizing the total ted t and
producibility, safety, and other factors. The answer to the Ives are minimizing the total expected cost an
maximizing safety, the total expected utility value, and the

question “How safe is safe enough?” is difficult and total ted profit. Decisi Vs res the defi
constantly changing due to different perceptions and un-otal €XPECIEd Profit. ECISIon analysis requires the deti-

derstandings of risk. Unfortunately, it often takes a disas-:.lltlon tohf thige ?bjectlves(,j. tF%r C"’;st dqf rmjlnple Objqu
ter to stimulate action for safety issues. In order to 'st’ .ehct)fje(t: |vefhn;ae % € s:te n b? sa;”]ne l;)r." S:
determine “acceptable risk”, managers need to anaIyzé”m weignt factors that can be used to combine the objec-

alternatives for the best choice, Derby and Keeney (14). tives need to be assigned.

bjectives of Decision Analysis
ngineering decision problems can be classified into sin-

, , . Decision Variables
Risk managers need to weigh various factors. For €X8MI1 e decision variables for the decision model need also to

le, if a manager is to make a decision based on cost an ; o ; ) .
b g I(sje defined. The decision variables are the feasible options

risk. The analysis of three different alternatives is shown . . L
: - : or alternatives available to the decision maker at any stage
graphically in Figure 10, Krimsky and Plough (15). The L :
of the decision-making process.

graph shows that alternative C is the best choice since the

level of risk and cost is less than alternatives A and B.a|so, ranges of values that can be taken by the decision
However, if the only alternatives were A and B the deci- ariables should be defined. Decision variables can in-

sion would be more difficult. Alternative A has higher ¢jyde: what and when to inspect components or equip-
cost and lower risk than alternative B; alternative B hasment, which inspection methods to use, assessing the

higher risk but lower cost than alternative A. The risk gjgnificance of detected damage, and repair/replace deci-
manager needs to weigh the importance of risk and cost igjons, Therefore, assigning a value to a decision variable
making this decision and make use of risk-based decision,eans making a decision at a specific point within the

analysis. process. These points within the decision-making process

Risk-B d Decision Analvsi are called decision nodes. The decision nodes are identi-
ISK-Base ecision Analysis fied in the model by a square.

Performing risk analysis requires the examination of sev-

eral alternatives in order to reduce the risk of a system cosdbecision Outcomes

effectively. For example, assuming the system consists offhe decision outcomes for the decision model need also
equipment, components, and people, the decisions cato be defined. The decision outcomes are the events that
include: what and when to inspect components or equip€an happen as a result of a decision. They are random in
ment, which inspection methods to use, assessing theature, and their occurrence cannot be fully controlled by
significance of detected damage, and repair/replace acthe decision maker. Decision outcomes can include: the
tions. These decisions are important in operating andutcomes of an inspection (detection or non-detection of
maintaining the system. The risk aspect of the analysisa damage), and the outcomes of a repair (satisfactory or
requires obtaining and utilizing information about failure non-satisfactory repair). Therefore, the decision out-
likelihood and consequence. Engineering decisions ofcomes with the associated occurrence probabilities need
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to be defined. The decision outcomes can occur aftestrategies are considered. They are visual inspection, dye
making a decision at points within the decision-making penetrant inspection, magnetic particle inspection, and
process called chance nodes. The chance nodes are idantrasonic testing, shown in Figure 11.

tified in the model using the circle. ) ] o )
The outcomes of an inspection strategy is either detection

Associated Probabilities and Consequences or non-detection of a defect which are identified by P().
The decision variables take values that can have associatéthese outcomes originate from a chance node. The costs
costs. These costs can be considered as the direct conssf-these outcomes are identified with the symbol C(). The
guences of making these decisions. The decision outprobability and cost estimates were assumed for each
comes have both consequences and occurrencimspection strategy on its portion of the decision tree.
probabilities. The probabilities are needed due to the

random (chance) nature of these outcomes. The consé-he total expected cost for each branch was computed by
quences can include, for example, the cost of failure duesumming up the product of the pairs of cost and probability

to damage that was not detected by an inspection method@long the branch. Then total expected cost for the inspec-
tion strategy was obtained by adding up the total expected

Decision Trees costs of the branches on its portion of the decision tree.
The elements of a decision model need to be consideredssuming that the decision objective is to minimize the
in a systematic form in order to make decisions that meetotal expected cost, then the “magnetic particle test” alter-
the objectives of the decision-making process. Decisiomative should be selected as the optimal strategy. Al-
trees are commonly used to examine the available inforthough this is not the most inexpensive testing method, its
mation for the purpose of decision making. The decisiontotal branch cost is the least.

tree includes the decision and chance nodes. The decision o

nodes are followed by possible actions (or alternatiyes, Risk Communication

that can be selected by a decision maker. The chancRisk communication provides the vital link between the
nodes are followed by outcomes (or chan@@sthat can risk assessors, risk managers, and the public to help har-
occur without the complete control of the decision maker.monize and understand risk. An accurate perception of
The actions are provided associated caBfg; (whereas  risk provides for rational decision making. The Titanic
the outcomes have both probabilitie@il?(and conse- Wwasdeemed the unsinkable ship, yet was lost on its maiden
quencesG,,). Each segment followed from the beginning voyage. Space shuttle flights were perceived to be safe
(left end) of the tree to the end (right end) of the tree isenough for civilian travel until the Space Shuttle Chal-
called a branch. Each branch represents a possible sctenger disaster. These disasters obviously had risks that
nario of decisions and possible outcomes. The total exwere not perceived as significant.

pected cost for each branch can be computed. Then the, L . .
most suitable decisions can be selected to obtain thgﬂsk communication between risk assessors and risk man-

minimum total expected cost. In general, utility values agers is necessary to effectively apply risk assessments to

can be used instead of cost values. Decision analysis usifdecision rr:jakmgl; Pnorr] to ,r'ik assessmenft, rt]he _”ik man-
utility values is not discussed here. agers need to inform the risk assessors of the risk assess-

ment’'s purpose. For example, marine safety is a broad
Example: Decision Analysis for Selection topic, however, risk managers for specific systems, such
of an |nspection Strategy as hull strength and stability, are each interested in their
The objective herein is to develop an inspection strategyown safety concerns. The risk assessors need to focus on
for the testing of welds. This study is for illustration the question being asked by the risk managers. For the
purposes, and is based on hypothetical probabilities, cost§;oast Guard pilot study on RO/RO lighting the question
and consequences. The objective herein is to select ato be answered by the risk assessment was “Is explosion
inspection strategy using decision analysis. proof lighting necessary for these vessels?”. Once risk
. ) ) assessors develop arisk ranking of possible hazard scenar-
The first step is to select a system with a safety concernips a decision of acceptable and unacceptable risks must
based on risk assessment techniques. After performing thge getermined and recommended corrective actions must
risk assessment, managers must examine the best alterngs eyaluated. Risk managers must participate in determin-

be selected as a ship’s hull subsystem having risk. If thg)nacceptable.

welds are failing due to poor weld quality, an inspection

program may correct the problem. Next, the selection andRisk communication also provides the means for risk
definition of candidate inspection strategies, based ommanagers to gain acceptance and understanding by the
previous experience and knowledge of the system, angbublic. (14) Risk managers need to go beyond the risk
logistics of inspections needs to be conducted. For theassessment results and consider other factors in making
purpose of illustration, only four candidate inspection decisions. One of these concerns is politics, which is
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largely influenced by the public. Risk managers often fail 3
to convince the public that risks can be kept to acceptable
levels. Problems with this are shown by the public’s

perception of toxic waste disposal and nuclear power plant
operation safety, (6). As a result of the public’s perceived4
fear, risk managers may make decisions that are conser-

vative in order to appease the public.
5

Conclusion

Everyone evaluates risk in decisions. Decisions are madg
accepting the consequence of risks for common events
such as driving a car, flying a plane, and playing a sport.

The risks of these activities are considered acceptable by
the decision makers. However, a formal and systematic

approach is not often followed in making these decisions;

resulting in poor judgments that can compromise safety.

Often these risks are not recognized until an accident
occurs.

An organized system’s approach to the evaluation of8
safety provides the best framework for safety analysis. By
identifying the systems/subsystems in their context of the
life-cycle, and integrative system, an understanding of the?
factors affecting the risk assessment is determined. These
differences must be understood to properly manage risk.

The U.S. Coast Guard is developing a process for applyinglo
risk analysis methods to develop a systematic approach to
marine system safety. Consistent application of risk as-
sessment, risk management, and risk communication pro-
vides the opportunity for decisions to include the effects11
of risks on people, marine equipment, and the environ-
ment.

A reactive stance to maritime casualties should no longer
be taken as a means of managing safety and developing2
safety criteria. Risk managers must take a proactive role
in risk determinations in order to effectively use resources
and make the most prudent decisions to reduce risk. This
process will require educating the maritime industry about13
formal risk analysis as well as industry acceptance through

a cultural change.

14
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SOURCES OF RISK
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Sources of Risk
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Figure 2
Ship Breakdown Structure Model
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Figure 3
Components of Integrative System Safety Analysis
(Sociotechnical System) adopted from Shikiar (1985)
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Figure 4
Maritime Domain Model
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Figure 5
Maritime System Life-Cycle
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Figure 6
Uncertainty Types and Their Relations to Real
and Abstracted Systems (from Ayyub, 1994)
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Risk Assessment Methods Through Life-Cycle
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RISK

Figure 10

Risk vs. Cost of Alternatives A, B, and C

Test/Inspect
Ships Butt
Welds

O = Decision Node

QO =Chance Node
) = Probability

() =Costof()

= Alternative ;

= Outcome ;

Branch Cost_

01:Detection
Al:Visual Inspection P(0,):25 * *
: C(0,):$10/FT C(A)+P(01)*C(O1)+P(0,)*C(0,)

- =$40.5
C(A):$0.5/FT 02:Non-Detection

P(0,):..75
C(0,):$50/FT

03:Detection
. P(0,).4
A2:Dye Penetrant Test C(0,):$10/FT C(A,)+P(03)*C(03)+P(0,)*C(0,)

) =$35.0
C(A,):$1.0/FT 04:Non-Detection

P(O,).6
C(0,):$50/FT

05:Detection
. - . P(Os)-.6
A3:Magnetic Particle Test C(O,):$10/FT C(A3)+P(05)*C(05)+P(05)* C(OSJ

} =$30.0
C(A3):$4.0/FT 06:Non-Detection

P(Oy).4
C(Og):$50/FT

07:Detection
P(0,):..7

Ad:Ultrasonic Test C(OL)$10/FT C(A)+P(O;)"C(O;)+P(05)C(Oy)

. =$37.0
C(A):315.0/FT 08:Non-Detection

P(Og):-3
C(O,):$50/FT

Figure 11

Decision Analysis Example: Inspection Strategy for Butt Welds
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Discussion Author’s Reply

by Dr. Walter Maclean

US Merchant Marine Acedemy We would like to thank Mr. Maclean for his meaningful

discussion about the paper and his concern with the devel-

I would like first of all to congratulate the authors on a very 0PMent of databases for risk analysis. As mentioned in

interesting and well presented paper on a topic of increast® Paper risk can be evaluated using qualitative and
ing importance to our industry. The marine industry hasduantitative risk assessment methods. Qualitative risk as-
had a hard time coming to grips with RISK, and to admit- sessment depends on the e_xper_ience/opinio_ns qf risk ex-
ting it as a structured aspect of industry decision makingPerts of a system to determine risk, but the intuitive and

The methodology for assessing levels of risk and estabSubjective process may resultin some differences by those
lishing a rationale for decision making has been in use in?ho perform this analysis. Quantitative analysis depends
other fields for more than a quarter of a century, yet the®" the analysis of a system using collected data, offering
marine industry has mostly wished to imply the level of @ COmmon departure point for analysis among different

marine safety was satisfactory. It took several marineindividuals, however, there is some apprehension about
disasters to initiate change in that attitude and it is verythe guality of data and the trust of statistical methods. The

good to see the presentation of this paper with its focus outhors believe that a combination of these methods can
marine system safety. be used to best understand and perform prudent and com-

prehensive risk analysis.
One of the problems our industry has had with this ap-
proach is the lack of or the inaccuracy of data on failuresThe author’s believe that risk assessments must indicate
and consequences of failure, and particularly the associatethat we know as well as what we don't know. In order to
costs. This has frequently been the result of a desire ofise risk assessments to make a decision, all forms of
many companies and certainly the advice of many lawyerdnformation need to be integrated and evaluated including
to keep such data proprietary. Underwriters have seldonfistorical evidence (data), expert opinion, and experience.
been forthcoming except in exceptional circumstances, an@Risk analysis does not need to rely on the development of
then mostly with cumulative sums. With a lack of ade- databases to develop a decision. Nor should risk analysis
quate, reliable data the needed analyses could not be carrigélly solely on the use of qualitative assessments either.
out, even if desired. Furthermore, with inadequate histori-Risk analysis must therefore rely on the state of knowledge
cal data, projecting future events becomes even more urbout the question at hand and use this information to
reliable. With this state of affairs, the results of make a prudent decision. Risk analysis can be expanded
Cost/Benefit analyses are of questionable integrity. in the future to include further quantitative and qualitative

information to refine the understanding of all pertinent
Because of public pressure, the climate has changed somiazard scenarios and their consequences.
what and data bases are now being developed for certain
types of events, particularly those having environmentalAs to Mr. Maclean’s question about who should develop
impact and thus of public interest. But the broader use of thelatabases, the authors feel that the individuals/organiza-
methodology presented here requires development of data dions performing risk assessments must be comfortable
many aspects not yet specifically identified as critically with the source of the information. With data comes some
needed. The question arises as to who or what organizasf the uncertainty as to the source, collection methods,
tion(s) will be gathering, organizing and making available accuracy, and possible biases involved with the data. If
these data. Or, is it expected that each organization muguch data is to be used, an acceptable confidence level
establish its own data collection system? Is it expected thathould be achieved in weighing its influence on the risk
the classification societies will become the repositories ofassessments. The authors, therefore, do not see the feasi-
these data. scrubbed and unidentifiable as to source, thaility at this time of one source for the preferred authority
could be made available for a fee? Would IACS be theon all maritime technical data. Rather a structured network
preferred international source for maritime technical data?f databases with managed data uncertainty should be
What do the authors see as a likely scenario? developed.
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